Cl/CD Pipeline Implementation Using GitLab

As part of my DevOps practice, | implemented a CI/CD pipeline using GitLab for a basic
web application. The pipeline is desighed to automate key stages of development and
deployment. The first step in the pipeline focuses on the build process to ensure that the
application compiles correctly and is free from build-time errors.

1. Make a serverin AWS EC2 instance and ssh from local

- Run:

Get:21 http://security.ubuntu.com/ubuntu noble-security/main Translation-en [160
kB]

SUdO apt update Get:22 https://packages.grafana.com/oss/deb stable/main amd64 Packages [407 kB]

SudO apt |nSta “. ngInX (jt‘e;.i;]http.//securxty.ubuntu.com/ubuntu noble-security/main amd64 Components [2
Get:24 http://security.ubuntu.com/ubuntu noble-security/universe amd64 Packages
[851 kB]
Get:25 http://security.ubuntu.com/ubuntu noble-security/universe Translation-en
[187 kB]
Get:26 http://security.ubuntu.com/ubuntu noble-security/universe amd64 Component
s [52.2 kB]
Get:27 http://security.ubuntu.com/ubuntu noble-security/restricted amdé64 Compone
nts [212 B]
Get:28 http://security.ubuntu.com/ubuntu noble-security/multiverse amd64 Compone
nts [212 B]
Fetched 7651 kB in 2s (3216 kB/s)
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
64 packages can be upgraded. Run 'apt list --upgradable' to see them.
W: https://packages.grafana.com/oss/deb/dists/stable/InRelease: Key is stored in
legacy trusted.gpg keyring (/etc/apt/trusted.gpg), see the DEPRECATION section
in apt-key(8) for details.

p-10-0-0-13:~§

(- W ) .ssh — ubuntu@ip-10-0-0-13: ~ — ssh -i ~/.ssh/my-key-pair.pem ubuntu@34.232.64.137 — 80x24

Preparing to unpack .../nginx-common_1.24.0-2ubuntu7.3_all.deb ...
Unpacking nginx-common (1.24.0-2ubuntu7.3) ...

Selecting previously unselected package nginx.

Preparing to unpack .../nginx_1.24.0-2ubuntu7.3_amdé64.deb ...
Unpacking nginx (1.24.0-2ubuntu7.3) ...

Setting up nginx (1.24.0-2ubuntu7.3) ...

Setting up nginx-common (1.24.0-2ubuntu7.3) ...

Created symlink /etc/systemd/system/multi-user.target.wants/nginx.service - /usr
/lib/systemd/system/nginx.service.

Processing triggers for ufw (0.36.2-6) ...

Processing triggers for man-db (2.12.0-4build2) ...

Scanning processes...

Scanning linux images...

Running kernel seems to be up-to-date.
No services need to be restarted.
No containers need to be restarted.

No user sessions are running outdated binaries.

No VM guests are running outdated hypervisor (gemu) binaries on this host.
ubuntu@ip-10-0-0-13:-$




Make a directory for deploy

.ssh — ubuntu@ip-10-0-0-13: ~ — ssh -i ~/.ssh/my-key-pair.pem ubuntu@34.232.64.137 — 80x24

-10-0-0-13:~$ sudo mkdir -p /var/www/html
:~$ sudo chown -R ubuntu:ubuntu /var/www/html

$

On the local computer create an ssh keygen for gitlab and the ec2 server

000 M .ssh — ubuntu@ip-10-0-0-13: ~ — -zsh — 108x24
(base) dynoaryawana@Dynos-MacBook-Pro .ssh % ssh-keygen -t rsa -b 4096 -C "gitlab-ci" -f gitlab-deploy-key

Generating public/private rsa key pair.
Enter passphrase for "gitlab-deploy-key" (empty for no passphrase):
Enter same passphrase again:
Your identification has been saved in gitlab-deploy-key
Your public key has been saved in gitlab-deploy-key.pub
The key fingerprint is:
SHA256 : p5vMh1m0QgUD2dq7RSBHWpHS 1W2KjcTmSRNr4nozZ0S8 gitlab-ci
The key's randomart image is:
+===[RSA 4096 ]----+
*

+----[SHA256]
(base) dynoaryawana@Dynos-MacBook-Pro .ssh %

Put public key into EC2 server

o000 M .ssh — ubuntu@ip-10-0-0-13; zsh —118x24

(base) dynoaryawana@Dynos-MacBook-Pro .ssh % scp -i my-key-pair.pem gitlab-deploy-key.pub ubuntu@34.232.64.137
(base) dynoaryawana@Dynos-MacBook-Pro .ssh %
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Display that has been created from the project

dynoaryawana0708-group / deploy-ke-aws / Repository

master v dynoaryawana0708-project /| + v
£ dynoaryawana0708-project

%, Initialized from 'Pages/Plain HTML' project template |ee¢
> GitLab authored 2 Nov 2023

Name | ast cammit

- Adding origin into git

o0 @ CICD Gitlab — ubuntu@ip-10-0-0-13: ~ — -zsh — 86x24
(base) dynoaryawana@Dynos-MacBook-Pro CICD Gitlab % git remote add origin https://gitl
ab.com/dynoaryawana0708-group/dynoaryawana0708-project

(base) dynoaryawana@Dynos-MacBook-Pro CICD Gitlab %

Create index.html and .gitlab-ci.ymlin the same directory on the local computer

<> index.html X & .gitlab-ci.yml

<> index.html > ...
DOCTYPE html
html lang="en"
charset="UTF-8"
name="viewport" content="width=device-width, initial-scale=1.0"
e>Welcome to My Simple Page</title

hi>Hello from EC2!</hl
p>This static page was deployed automatically via GitLab CI/CD ;#

p

<> index.html ¥ .gitlab-ciyml @

¥ .gitlab-ciyml > ...
gitlab-ci - GitLab Cl Configuration file (ci.json)

alpine
script:
— echo "HTML build selesai (tidak ada proses build)"
only:
- master




- Pushto gitlab with :
gitadd .
git status
gitcommit-m

o000 i CICD Gitlab — -zsh — 197x55

(base) dynoaryawana@Dynos-MacBook-Pro CICD Gitlab % git add .
(base) dynoaryawana@Dynos-MacBook-Pro CICD Gitlab % git status
On branch master

Your branch is up to date with 'origin/master’.

Changes to be committed:
(use "git restore --staged <file>...
modif i n

to unstage)

(base) dynoaryawana@Dynos-MacBook-Pro CICD Gitlab % git commit -m "Update .gitlab-ci.yml untuk build stage"

[master 7d5ae01] Update .gitlab-ci.yml untuk build stage
Committer: Dyno Aryawana <dynoaryawana@Dynos-MacBook-Pro.local>
Your name and email address were configured automatically based

on your username and hostname. Please check that they are accurate.
You can suppress this message by setting them explicitly. Run the
following command and follow the instructions in your editor to edit
your configuration file:

git config lobal --edit
After doing this, you may fix the identity used for this commit with:

git commit --amend --reset-author

1 file changed, 1 insertion(+), 18 deletions(-)
(base) dynoaryawana@Dynos-MacBook-Pro CICD Gitlab %

- git push origin master

000 M CICD Gitlab — -zsh — 197x55

(base) dynoaryawana@Dynos-MacBook-Pro CICD Gitlab % git push origin master

warning: redirecting to https://gitlab.com/dynoaryawana0708-group/dynoaryawana0708-project.git/
Enumerating objects: 5, done.

Counting objects: 100% (5/5), done.

Delta compression using up to 8 threads

Compressing objects: 100% (3/3), done.

Writing objects: 100% (3/3), 344 bytes | 344.00 KiB/s, done.

Total 3 (delta 2), reused 0 (delta 0), pack-reused 0

To https://gitlab.com/dynoaryawana0708-group/dynoaryawana0708-project
b965a47..7d5ae01 master -> master

(base) dynoaryawana@Dynos-MacBook-Pro CICD Gitlab %




- Checkifit has been successfully pushed and built on Gitlab

D+ @ ynoarya 0708-gr ploy-ke-aw bs | #103910495M

o n
°
(%
Q Search or goto. on green-2.saas-Linux-small-andé4.runners-manager.gitlab.con/default nsééNMnJ, system 10: s_857af184313
Project < .
i Using Docker executor with isage alpine Duration: 11 seco,
Using effective pull policy of [always] for container alpine
Finished:
Pulling docker image alpine ...
Q Learn Gitlab % Using docker image sha256:cea2ff433c610f5363017404ce9B9632012b953114fefchf597a58e813c15d61 for alpine with digest alpine@sha2Sé:8alfSoffbs7 b henssis
# Pinned 5680047db6337b49022281a139€94709335b492be023728011715 Timeout: 1h (from
Runner:
Issues ] Using effective pull policy of [always] for container sha256:01de3e7cd456a23db0924524d0282105F85SCh9BL37f0a4a3585342150009bF4
Running on runner-nséénmaj-project-76912659-concurrent-0 via runner-nséénmmi-s-1-s-andé4-1750254410-de4cfIcd
Merge requests ] ¢
Source: Push
Fetching changes with git depth set to 2
& Manage > hint: Using 'master’ as the name for the initial branch. This default branch name Commit 7dSas
& Plan S hint: is subject to change. To configure the initial branch name to use in all . otk bl stage
of your new repositories, which will suppress this warning, call: !
<> Code >
git config --global init.defaultBranch <name> Pipeline #1676651775 (GRS for »
& Buid aster @4
Pipelines Names commonly chosen instead of 'master’ are 'main’, 'trunk’ and bulld .
*development’ . The just-created branch can be renamed via this comsand:
Jobs
Pipeline editor 9it branch -m <name> Related jobs
Initialized empty 6it repository in /builds/dynoaryawanad768-group/dynoaryawanad708-project/.git/ - @ buid
Pipeline schedules Created fresh repository
t 7dsae e HEAD (ref is m
Antifacts ubmodules se
O secure > emote set-url origin "${CI_REPOSITORY_URL}" || echo 'Not a git repository; skipping'
@ Deploy > Using effective pull policy of [always] for container alpine
© 0 Using docker image sha25é:cea2ff433c610F5363017404ce9896320120953114fefcofS97a58e813¢15061 for alpine with digest alpine@sha25s:8alfS9FFns7
o (o0 g $6800470b63370490222819139€90709335b49256023728011715
@ Mon 3 no "HTHL build selesai (tidak ada pro
HTHL build selesai (tidak ada proses build)
I Analyze >
Job succee
@ Setings >
Status Pipeline Created by Stages Actions
@ Passed Update .gitlab-ci.yml untuk build stage “ ) .
& v
00:00 #1876681775 ¥ master < 7d5ae016
te ago latest branch

- Successfully pushed and built on gitlab

THANK YOU



