
Integrating DevSecOps in CI/CD Pipeline 
 

Currently refining the Continuous Integration and Continuous Delivery (CI/CD) pipeline 
for simple Python app, with a strong emphasis on embedding security measures 
throughout the entire development lifecycle. This involves applying DevSecOps 
principles by integrating automated security checks directly into the build and testing 
phases.  

 

1.  Create a directory named my-devsecops and include files inside it : 

 

 

 

 

 

 

 

# main.py 

 

 

# trivy-ignore.yml 

 

 

 



# ci-cd-devsecops.yml 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

# Dockerfile 

 

 

 

 

 

 

 

 



# .gitleaks.toml 

 

 

 

 

 

# requirements.txt 

 

 

 

 

# Running Flask 

 

 

 

# Installing Trivy and Gitleaks on mac with : 

 

 

 

 

# Creating Image 

 

 

 

 

 

 

 

- brew install gitleaks 
- brew install aquasecurity/trivy/trivy 



# Running container 

 

 

# Enter Docker username and Password into github : 

 

 

 

 

 

# Test trivy (scan the current directory) 

 

 

 

 

 

 

 

 

# Test trivy (scan image) 

 

 

 

 

 

 

 

 

 

docker run -p 5100:5100 my-devsecops 



# Scan with gitleaks : 

 

 

 

 

 

 

 

# Push into github with : 

 

 

 

 

 

 

# CICD Github 

 

 

 

 

 

 

 

 

 

 

 

THANK YOU 

git init 
git remote add origin https://github.com/Dyno07/my-devsecops.git 
git branch -M main 
 
git add . 
git commit -m 
git push -u origin main 


