Integrating DevSecOps in CI/CD Pipeline

Currently refining the Continuous Integration and Continuous Delivery (CI/CD) pipeline
for simple Python app, with a strong emphasis on embedding security measures
throughout the entire development lifecycle. This involves applying DevSecOps
principles by integrating automated security checks directly into the build and testing
phases.

1. Create a directory named my-devsecops and include files inside it :

## Struktur :

my-devsecops/
.github/
L workflows/
L ci-cd-devsecops.yml GitHub Actions pipeline untuk CI/CD + security scan

app/

L main.py Source code aplikasi utama
Dockerfile Instruksi build Docker image
requirements.txt Daftar dependency Python (jika ada)
.gitleaks.toml Konfigurasi rule untuk Gitleaks
trivy-ignore.yaml Daftar CVE yang di-ignore oleh Trivy
README .md Dokumentasi project

# main.py

from flask import Flask
app = Flask(__name__)
@app.route('/")
def home():
return "Hello from DevSecOps-secured Flask App on port 5100!"

if __name__ '__main__":
app.runChost="'0.0.0.0"', port=5100)

# trivy-ignore.yml

ignoreUnfixed: true
severity:

- CRITICAL
- HIGH




# ci-cd-devsecops.yml
name: DevSecOps CI/CD Pipeline

on:
push:
branches: "main" ]
pull_request:
branches: "main" ]

jobs:
devsecops-pipeline:
runs-on: ubuntu-latest

steps:
- name: Checkout repository
uses: actions/checkout@v4

name: Run Gitleaks
uses: gitleaks/gitleaks-action@v2
with:
config-path: .gitleaks.toml
fail: true

name: Run Trivy FS scan
uses: aquasecurity/trivy-action@master
with:

scan-type: fs

ignore-unfixed: true

severity: CRITICAL,HIGH

exit-code: 1

name: Build Docker image
run: |
docker build -t my-devsecops:latest .

name: Run Trivy on Docker image
uses: aquasecurity/trivy-action@master
with:
image-ref: my-devsecops:latest
format: table
exit-code: @
ignore-unfixed: true
severity: CRITICAL,HIGH

name: DockerHub Login
run: echo "${{ secrets.DOCKER_PASSWORD }}" | docker login -u "${{ secrets.DOCKER_USERNAME }}" --password-stdin

name: Push Docker image to DockerHub

run: |
docker tag my-devsecops:latest ${{ secrets.DOCKER_USERNAME }}/my-devsecops:latest
docker push ${{ secrets.DOCKER_USERNAME }}/my-devsecops:latest

# Dockerfile

FROM python:3.11-slim
WORKDIR /app

COPY requirements.txt .
RUN pip install --no-cache-dir -r requirements.txt

COPY app/ .

CMD ["python", "main.py"]

(base) dynoaryawana@Dynos-MacBook-Pro my-devsecops % I




# .gitleaks.toml

[allowlist]

description = "Allow known test patterns”
regexes = ['dummy-secret']

# requirements.txt

# Running Flask

C ©® 127.0.0.1:5100

Hello from DevSecOps-secured Flask App on port 5100!

# Installing Trivy and Gitleaks on mac with :

- brew install gitleaks
- brew install aquasecurity/trivy/trivy

# Creating Image




# Running container

docker run -p 5100:5100 my-devsecops

# Enter Docker username and Password into github :

Repository secrets New repository secret

Name =1 Last updated

& DOCKER_PASSWORD 2 days ago V4

ﬁ DOCKER_USERNAME 2 days ago Vi

# Test trivy (scan the current directory)

(base) dynoaryawana@ynos-MacBook-Pro my-devsecops % trivy fs .

2025-07-01720:05:52+03:00 [vulndb] Need to update DB

2025-07-01T20:05:52+03:00 C [vulndb] Downloading vulnerability DB...

2025-07-01720:05:52+03:00 NFO [vulndb] Downloading artifact... mirror.gcr.io/aquasec/trivy-db:2"

66.11 MiB / 66.11 MiB [- - ----] 100.00% 7.46 MiB p/s 9.1s
2025-07-01T20:06:03+03: INFO [vulndb] Artifact successfully downloaded repo="mirror.gcr.io/aquasec/trivy-db:2"
2025-07-01T720:06:03+03: INFO [vuln] Vulnerability scanning is enabled

2025-07-01720:06:03+03: INFO [secret] Secret scanning is enabled

2025-07-01T20:06:03+03 IN [secret] If your scanning is slow, please try '--scanners vuln' to disable secret scanning
2025-07-01T20:06:03+03 INFO [secret] Please see also https://trivy.dev/v@.64/docs/scanner/secret#recommendation for fast
er secret detection

2025-07-01T720:06:03+03: INFO Number of language-specific files num=1

2025-07-01T720:06:03+03: INFO [pip] Detecting vulnerabilities...

Report Summary

Target Type | Vulnerabilities & Secrets

requirements.txt pip 0

Not scanned
Clean (no security findings detected)

(base) dynoaryawana@ynos-MacBook-Pro my-devsecops % I

Target Type Vulnerabilities | Secrets

HIGH: 7, CRITICAL

Library Vulnerability Severity Status Installed Version Fixed Version




# Scan with gitleaks :

(base) dynoaryawana@ynos-MacBook-Pro my-devsecops % gitleaks detect --source .

gitleaks

3 commits scanned.
scanned ~1836 bytes (1.84 KB) in 41.1ms
no leaks found
(base) dynoaryawana@Dynos-MacBook-Pro my-devsecops % I

# Push into github with :

gitinit
git remote add origin https://github.com/Dyno07/my-devsecops.git
git branch -M main

gitadd .
gitcommit-m
git push -u origin main

# CICD Github

@ Ganti Trivy Docker Image (exit-code: 0) #3 Re-runalljobs O Latest#2 ~

Summary
Annotations

© devsecops-pipeline

9 Usage

3 Workflow file

(]
(]
(]
(]
°
(]
(]
(]
]
(]
(]
(]

THANK YOU



